In this paper an investigation to the performance of a single input single output orthogonal frequency division multiplexing (OFDM) system in additive white Gaussian noise (AWGN) channel in the presence jamming is provided. The effect of different types of jamming techniques such as the traditional noise jamming schemes (presented by barrage band, partial band and pulsed jamming) and waveform jamming (matched jamming signal) is investigated on the performance of OFDM communication systems. Two novel jamming schemes are proposed (the first is a noise jamming technique and the second is a waveform jamming technique). The performance of the two proposed jamming schemes is compared with the previously mentioned jamming techniques. It will be shown that the two proposed jamming schemes outperforms the other traditional jamming techniques. Also, it will be shown that the proposed waveform jamming scheme is more efficient than the proposed noise jamming one. Yet, the latter outperforms in the issue of cost and complexity.
proposed jamming schemes are depicted and analytically evaluated in section III. Numerical and simulation results are presented in section IV. Finally, section V draws the conclusions.
2-System Model
The frequency domain representation of the OFDM signal is shown in figure (1) . The fast Fourier transform (FFT) and inverse fast Fourier transform (IFFT) are used to achieve the orthogonality among the subcarriers. In the OFDM transmission system, N-point IFFT is taken for the transmitted symbols.
Fig. 1. OFDM Signal in frequency domain
The corresponding discrete-time OFDM symbol at the transmitter can be expressed as [1] [n] are the channel impulse responses of the transmitted signal and the jamming signal respectively, and w l [n] is the independent and identically distributed AWGN signal samples with distribution N (0,σ n 2 ) [7] . Noted that the jamming signal J l [n] can be expressed as 

The main two classifications are the noise jamming and waveform jamming. In this paper, the considered types of noise jamming signals are barrage band jamming, pulsed jamming and partial band jamming along with the proposed noise jamming technique. Whereas, the second considered jamming signal form is the waveform jamming technique which include the matched jamming (MJ) signal along with the proposed waveform jamming technique.
3-JAMMING SIGNAL MODELS

A. Noise Jamming
1) Barrage Band Jamming
Barrage jamming (BJ) is one of the earliest forms of jamming attacks, where the whole spectrum of the target signal is being jammed. This is achieved by injecting to the system a band-limited noise with bandwidth greater than the useful signal's bandwidth. It has the same effect of AWGN, except it results in a significant increase in the noise variance σ N 2 which in turn resulting in an overall increase in the noise floor. Thus, one can expect degradation in the signal to noise ratio (SNR) on the entire bandwidth.
Where N 0 is the AWGN PSD and NJ is the PSD of the barrage jamming signal [9] . Figure ( 2) depicts the scenario of BJ. Usually this kind of jamming attack used as a reference in evaluating other jamming strategies. The BER for QPSK modulated OFDM system under BJ attack can be expressed as [9] and [10]
Fig. 2. Barrage Jamming
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In partial band jamming (PBJ), only a certain portion of the entire system bandwidth is jammed. If the jamming power is constant, then the performance of the PBJ depends on the fraction between jamming bandwidth and signal bandwidth. The jammer to signal power ratio (JSR),δ, can be described by 
Fig. 3. PBJ Technique.
The BER for QPSK modulated OFDM system under PBJ can be written as [9] and [10] = ( √ 2 0+ δ ) 
3) Pulsed Jamming Technique
Pulse jamming is similar in concept to PBJ. Yet, the duty cycle of the pulsed jamming, which is the ratio of the pulse duration to the repetition period determines the relationship between the average power and peak power. The jamming effect depends on the peak power
) 

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The BER for QPSK modulated OFDM system under pulsed jamming can be written as [9] and [10]
 
4) Proposed Noise Jamming Technique
In order to maximize the impact of the jamming signal a combination between two noise jamming techniques is proposed. These jamming techniques are the BPJ and the pulsed jamming. The proposed jamming technique can be called partial-pulsed band jamming (PPBJ). Noted that in the proposed PPBJ jamming scheme, the jammer is assumed to transmit the partial band noise for a fraction of time instead of transmitting a broadband noise as considered in most of the previous literatures [3] . The proposed PPBJ noise technique in this case can be easily derived as
 B. Waveform Jamming )Matched Jamming vs. Proposed Jamming Technique( While BJ can be considered the effective jamming technique when the jammer lacks the target information. However, wideband systems such as OFDM requires a lot of energy to be jammed on. This is due to its large bandwidth. Researchers attempted to invent various partial band jamming techniques that require much less power than BJ. Conventional noise jamming techniques are not effective against OFDM waveform because it only can successfully jam individual subcarriers resulting in ineffective jamming performance. In this paper, a waveform jamming signal that capable of doing more harm to the victim signal is proposed.
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The first considered waveform jamming signal is a signal matched or similar to the OFDM transmitted victim signal. This signal is called MJ signal. As, the OFDM receiver performs FFT operation to convert time domain signal to frequency domain signal. Forward FFT takes a signal, multiplies it successively by complex exponential over a range of frequencies, sums each product and plots results as a coefficient of that frequency. However, if the input signal is not perfectly periodic in the sample window or have offset at sampling frequencies, then the energy gets smeared from the true frequency into adjacent frequency bins that eventually creates Inter Carrier Interference (ICI) of the OFDM waveforms at the receiver [10] . Besides the tail or side-lobes of a signal are not aligned with the orthogonal OFDM subcarriers due to presence of frequency offset which can be a source of ICI. Noted that carrier frequency offset (CFO) adds an extra phase factor that can harm the received signal affecting OFDM System overall performance. Secondly, the idea of the proposed waveform jamming technique was based on creating an intentional CFO on a matched OFDM jamming signal. The proposed matched jamming (PMJ) signal can be expressed as , and ε is the normalized CFO [9] , If the target subcarrier spacing is, ∆f SC , and jamming CFO from target's center frequency is, f offset , then the normalized CFO, ε, can be written as [1] ε = ∆  One can expect a change in the signal's phase offset in time domain. This change is proportional to a frequency shift in the frequency domain. Generally, the normalized CFO, ε, can be written as [1] ε = ε + ε  where ε i denotes the integer (IFO) part and ε f denotes the fractional frequency offset (FFO) part of the normalized CFO (ε), respectively. Noted that IFO doesn't introduce any ICI among the sub-carriers spacing. Yet, it introduces a cyclic shift of data sub-carriers and a phase change proportional to the OFDM symbol number. This has no effect on the OFDM sub-carriers orthogonality. On the other hand, the FFO Causes a rotation and introduces ICI among the OFDM sub-carriers. This leads to a destruction of the OFDM sub-carriers orthogonality resulting in a degradation of the overall system BER.
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
Where Ĥ[k ] denotes the channel impulse response value on the path between transmit antenna and receive antenna at time k. Expanding equation (15), it can be rewritten as
Finally, the received signal in presence of the proposed jamming can be written as

It can be seen that the jammer has two fold effects in equation (17). The first term represents the desired useful signal component. Whereas, the second term represents the amplitude and phase change of the jamming signal frequency component that results a scaling to the jamming signal. The third term represents the impact of the proposed jamming signal components on the victim signal results in orthogonality lost among the subcarriers of the victim signal
4-Analytical and Simulation Results
In this section the analytical formulas will be validated by the aid of extensive simulation experiments. It was assumed that the victim OFDM communication system is modeled as the standard OFDM based IEEE802.11a wireless local area network ((MJ)). Simulation results were adapted by using 105 Monte-Carlo iterations with variable SNR and signal to jamming ratio (SJR) values. The scenario of noise jamming signals along with the proposed noise jamming signal is investigated first. In order to achieve a BER = 10 -1 , an increase in the SJR about 2dB if the proposed PPBJ is used when compared with the BJ technique. Also, an increase in the SJR about 7dB when compared with PBJ technique (which occupies 50% of the victim signal bandwidth). Figure (6 ) depicts a comparison between the BJ technique and the proposed PPBJ noise jamming technique at SNR = 5dB, and at different values (δ). As expected it can be seen that the performance of the OFDM system deteriorated as the value of δ decreases in the proposed PPBJ technique Figure (7) investigates depicts the optimal value of ε that produces the maximum error magnitude in waveform jamming scenario. It can be seen that the simulation and analytical results are in a good match, the simulated results are slightly better than theoretical results because the simulated results are computed using average error for all subcarriers. From this figure one can see that the optimal value for ε is found to be equal to 0.5. removal of cyclic prefix. It can be seen that the performance of the IEEE802.11a OFDM system can be severely degraded in the presence of high power MJ signal. 
Fig.9. OFDM BER Performance for MJ technique (ε = 0) with different SJR values
V-CONCLUSION
In this paper, the BER performance of the OFDM system is investigated jamming. Two novel jamming techniques were analytically proposed. One is a noise jamming technique and the other is a waveform jamming technique. It was proven analytically that the proposed noise jamming technique outperforms the others traditional noise jamming techniques (such as BJ, PPJ and pulsed jamming). Also, it was shown analytically that the proposed waveform jamming technique completely deteriorate the BER performance of the OFDM system. One can choose between these two jamming techniques with respect to the issue of complexity and cost. The proposed noise jamming technique is much simpler than the proposed waveform jamming one. Yet, the latter is proven to be much efficient.
